
SECURITY ADVISORY - Review Your Email Security 
Jan. 18, 2019 
 
 
Dear UP Mail Account Users: 
 
Please be aware of recent incidents of emails and passwords being compromised and made 
available publicly. 
 
We advise you to visit https://haveibeenpwned.com and see if any of your email accounts have 
been compromised. 
 
If any of your email accounts have been affected, we strongly advise that you change your 
passwords for the affected accounts immediately, as well as passwords for all other online 
services that are connected to it (social media, online entertainment, etc.). We also highly 
encourage that you enable Multi-Factor Authentication for all your email accounts. 
 
Should you need further information with regards security, kindly contact the ITDC Helpdesk at 
(02) 376-3100 and (02) 376-3101 or send an email to helpdesk@up.edu.ph  
 
References: 
https://www.theguardian.com/technology/2019/jan/17/breached-data-largest-collection-ever-see
n-email-password-hacking 
https://www.troyhunt.com/the-773-million-record-collection-1-data-reach/ 
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